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The State of Midsize Enterprise Cybersecurity
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In today’s digital world, data breaches seem like a fact of life. Having
payments fraudulently re-routed, leaking customers’ private information,
and enabling - or being accused of enabling - nation-state attacks of
critical infrastructure are all very real risks to midsized enterprises. And
these enterprises are more likely to experience unrecoverable damage
leading to bankruptcy or worse. Let's take a quick look at results from our
cybersecurity survey regarding the things that you and your peers have
identified as the key risks, challenges, and controls associated with your
cybersecurity programs.
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« Qver 25 yearsin InfoSec, IT, Finance
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security matters

« Former Marine (Gulf War veteran), ‘Big Four’ IT Auditor (PwC),

Internal Auditor (GMAC Mortgage), Security Architect & Director
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« BBA Finance, University of Notre Dame; former CISSP and CISA
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ILLUSTRATION BY JESSICA KURONEN/WSJ

America’s Electric Grid Has a Vulnerable Back Door—and
Russia Walked Through It

A Wall Street Journal reconstruction of the worst known hack into the nation’s power system reveals attacks
on hundreds of small contractors

By Rebecca Smith and Rob Barry
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One morning in March 2017, Mike Vitello ’s work phone lighted up. Customers wanted to

know about an odd email they had just received. What was the agreement he wanted

signed? Where was the attachment?

Mr. Vitello had no idea what they were talking about. The Oregon construction company
where he works, All-Ways Excavating USA, checked it out. The email was bogus, they told
Mr. Vitello’s contacts. Ignore it.

Vitello’s colleague, Dawn Cox. Maybe by ferrs—T ey were trying to hack into the power
erid.

“They were intercepting my every email,” Mr. Vitello says. @ hell? ’'m 1’1@ 00r and

“It’s not you. It’s who you know,” says Ms. Cox.

e 15-person company ear Salem, Ore., which works with utilities and
- Bm reveals attacks

government agencies, was armrears~thrst in the worst known hack by a foreign

The cyberattack on

government into the nation’s electric grid. It set off so many alarms that U.S. officials took

the unusual step in early 2018 of publicly blaming the Russian government.
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MES Survey: What are your top risks?

Phishing / Business Email Compromise
Ransomware

Leaked Personally Identifiable Information (PII
Non-Compliance (regulations, contracts, etc.)
Stolen intellectual property

Botnet infection

Denial of Service against web/cloud environment

Fraudulent Wire Transfer/Stolen Funds

Digital Patsy (your IT assets used to attack/compromise a
business partner or customer)
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The Components of Risk

Unwanted
outcomes

Loss of confidentiality,
Integrity, availability,
productivity, propriety

Sources of activity:
users / devices

Likelihood
|

Targets of activity:

Vulnerability apps / servers

Potential loss
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Affected by volume of activity,
availability/cost of exploits,
attackerrisk

Security posture affected by
number of accessible systems,
known vulnerabilities

Qualitative or
guantitative estimates
of increased costs and
reduced revenue
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MES Survey: What are your best controls?

IDC

High Benefit
UAT
FW. Email
J MFA
° VPN
¢ ° Patch
Data °
Low
AVG ==
. Cost
¢ Vuln .
SOC SWG
Comp
o . Asset
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UAT: User awareness training

Patch: Patch management

VPN Encrypted communications
MFA: Multifactor authentication
Email: Email security solutions
FW: Firewalls

SWG: Secure web gateways /
proxies

Vuln: Vulnerability scanning
Data: Data security

Asset: Asset/config
management

Compliance: Compliance
activities

SOC: Security operations center




In Search of... Economic Analysis for RRUC

Annual Prevention Costs pp .
1. Input hardware costs below Current Alternative 1 Alternative 2 R k R d d
Hardware Costs: 5 -8 -8 = ZS e uce per

Estimated Life (yrs):

2. Input software costs below Un i t COS t ”

Software Costs: s 10,000 S 50,000 S 70,000
Estimated Life (yrs): 5 5 5
Maintenance (%): 20% 20% 20% |
loed Residual Risk
Annualized HW/SW: 4. Input infection data below
8. Input labor costs below Basic Infection Costs: $ 1,000 $ 1,000 $ 1,000
Annual FTE Costs: 3 [Annusl Infections: 50 45 20
Total Annual Preventive Costs: 5 _ Total Annual Infection Costs: S 50,000 S 45,000 S 20,000

5. Input breach estimali

oIl Risk Reduced per Unit Cost Summary

Likelihood of Major Bre  1ta] Annual Preventive Costs: S 84,000

Major Breach Risk: Total Residual Risk: I S 100,000
Implied Minimum Risk: S 184,000

Total Residual Risk:  Total Cost of Solution: e 84,000 $ 100,000 $ 108,000
Estimated Residual Risk: i 100,000 $ 85,000 $ 45,000
Implied Risk Reduction: & 84,000 $ 99,000 $ 139,000
'Risk Reduced per Unit Cost: 1.00 0.99 1.29 |
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MES Survey: What are your spending plans?

= aster recovery
Advanced Security improve cusomer experience

Business intelligence (‘BI') and analytics to manage resources better and develop actionable information

Servers/server infrastructure

Upgrade/add new PCs (including desktop to notebook PC migration)
Cloud/hosted resources

Network equipment

Online application resources like GoogleApps, Office365 or OpenOffice

Tra d iti O n a | S e C lrfp‘rity\—premises capabilities land cIoud‘—based/hosted resources

age manage ment

Traditional security solutions (e .g. firewalls, antivirus, patch, etc.)
Mobile worker support, Inc etwork resources
Video conferencing or collaboration
Electronic document capture/processing/management
Sales tools including CRM and account info
Private cloud' resources hosted on-premises and delivered remotely to employees/authorized users
Company-provided tablets or smartphones
Coordinate/upgrade both internally and externally facing technology resources (like ecommerce) for maximum..
Coordinate multiple Cloud-based/hosted resources (multi-cloud management services)
Online promotion and selling
Support for employee-owned devices like smartphones and tablets (‘Bring your own device' or BY OD)
Managed print services to outsource printing equipment/mainte nance/sup plies

Connecting internal or external sensors and/or devices (smartphones, tablets) to gatherinfo for analysis (‘'Internet-of-.. |

Other
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MES Survey: How much are you spending?
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Security Budget (000s)

$10k $85k  $160k

Scarce Resources

$235k

$310k  $350k

High Expectations
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Your Challenges

An annual budget and risk audit stymies the
ongoing remediation of new and ever-evolving
security threats.

Increasing hyper-connectivity equals greater risk
exposure, driving up costs.

Recruiting and retaining experienced security
professionals as employees is more difficult and
costly in the face of security skills shortages.

IT executives must educate boards of directors

about cybersecurity risks and the cost of protection.
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Peers: Best Practices for Security Budgets

Peer Insights

Practice 1: Implement a standard, continuous
process to identify threats, measure risk, and
fix vulnerabilities.

Practice 2: Use a trusted network of security
sources inside and outside of IT and your own
industry.

Practice 3: Consider security skills shortages
and future operating costs when making
security outsourcing decisions.

Practice 4: Gear security budget presentations
to business outcomes when addressing senior
executives and the board.
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Throughout the day...

= Look for wayst
= Look for wayst
= Look for wayst
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nat help you ASSESS RISK
nat help you APPLY CONTROLS
nat help you ALLOCATE RESOURCES

And never forget...




?rsecurity Mission Stateme.

“To enable business transformation thrbugh |
proper cyber risk management; by allocating
security resources efficiently and effectively

leading to the strongest cybersecurity
LW ie—— WO

program possible.”
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IDC is the premier global provider of market intelligence, advisory services, and
events for the information technology, telecommunications, and consumer
technology markets. IDC helps IT professionals, business executives, and the
investment community make fact-based decisions on technology purchases and
business strategy. More than 1,100 IDC analysts provide global, regional, and local
expertise on technology and industry opportunities and trends in over 110
countries worldwide. For more than 50 years, IDC has provided strategic insights
to help our clients achieve their key business objectives. IDCis a subsidiary of IDG,
the world's leadingtechnology media, research, and eventscompany.

Terms of Use: Except as otherwise noted, the information enclosed is the
intellectual property of IDC, copyright 2016. Reproduction is forbidden unless
authorized; contact permissions@idc.com for information. All rights reserved.
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