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From Basement to Boardroom:
How Information Security Has Changed Over the 

Last Ten Years and Where It Is Heading



2009



2008/09 Verizon Data Breach Report

• Align process with policy
– 59% had policies that were not followed

• Achieve “essential” then worry about “excellent”
– 83% breaches not considered highly difficult

• Monitor event logs
– 82% data was available, just wasn’t reviewed

• Increase Awareness
• Audit User Accounts and Credentials
• Secure business partner connections
• Test and Review Web Applications



Executive View of Security



Game Changer…



Security is a Team Sport
IT, Security, Legal, Human Resources, Project 
Management, Development…
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What Does the Future Hold
• Further expansion and integration of technology

– IOT, ICS, SCADA
– Manufacturing (IOT, 3D Printing, Real Time Manufacturing)

• Contextual Privacy
– GDPR, recent breaches, courts further defining “safeguarding” 

information

• Legal involvement
– At some point they need to join the conversation
– GDPR, New York, SEC forcing the conversations…

• Continued movement to outsource requires enhanced 
Vendor Management / Validation

• Technology Driven Experiences, “AI”
– Customer Service
– Employee Experience 

• IT as a Consumable, not a Break Fix



Thank You…

Jerald Dawkins
jdawkins@truedigitalsecurity.com



Real problems…
vs FUD



Moving to the Boardroom

• Governance Perspective
– Take Responsibility – Customer and Channel

– Lead, set an example

– IT/Security requires a seat at the table

• IT Perspective
– Need to learn what it takes to sit at the table

– Understand it’s a team sport
• Legal, Audit, Business, Security, Governance, Compliance

• Legal Community
– Understand you are in the game



7 Stages of Cybersecurity “Grief”
• News Stories, Credit Card Breaches, Personal Information 

Leaks, Nation State HackingShock
• It only happens to Target and the Government. It won't 

happen to meDenial
• PCI is a racket; Too many Regulations; It someone else's 

problemAnger

• Purchasing, hiring, outsourcing, deflectingBargaining

• No ROI, lack visibility, no end of spending insightDepression
• Seek realistic solutions; need to think through this problem; 

this is a business issueTesting

• Security is Risk to Manage not a problem to solveAcceptance


