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The information in this presentation is provided as a 

courtesy by ESET and does not constitute legal advice 

or client attorney relationship.

Seek an attorney’s advice for your needs.

I am not a lawyer!
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What is the California Consumer Privacy Act?

SecurityOwnership Control



What information does CCPA apply to?

Privacy aspects of CCPA created a new 
definition of “personal information”:

• Any information that identifies, 
relates to, describes, or is capable of 
being associated with a natural 
person who is a California resident…



What information does CCPA apply to?

Security and breach aspects of CCPA 
apply to “personal information” as 
that phrase is defined under Civil Code 
1798.81.5



For-profit business that does 
business in California and 
meets one of the following 
criteria…

Who does it apply to?



Annual gross revenues 
> $25,000,000; or

Who does it apply to?



Derives 50% or more 
annual revenues from 
selling consumers’ 
personal information; or

Who does it apply to?



Annually buys, receives, 
sells, or shares PI of 50k+ 
consumers, households 
or devices

Who does it apply to?



Who does it apply to?
CCPA Readiness Quiz

eset.com/us/ccpa-partner



Attorney General may assess 
$2,500 to $7,500 in penalties
for each violation of the 
CCPA’s provisions generally

How will it be enforced?



Data breach victims can sue 
for damages from $100 -
$750 per consumer per 
incident or actual damages

How will it be enforced?



Arguably the greatest risk to 
covered businesses involves 
data security…

Source: Chronicle of Data Protection, Hogan Lovells US LLP

“

”



Penalty for breaches arises from a 
“violation of the duty to implement 
and maintain reasonable security 
procedures and practices.”

CCPA and “reasonable security”



What is “reasonable security”?
15 Steps to “Reasonable Security”

eset.com/us/ccpa-partner



When does it go into effect?

Companies must comply 
by January 1, 2020



When does it go into effect?

Enforcement actions by 
the Attorney General 
begin by July 1, 2020



THE OPPORTUNITY



GLOBAL TREND TOWARD 
PRIVACY LEGISLATION



As California goes…

▪ 12% of all U.S. residents

▪ 5th largest economy globally

▪ First to pass a law mandating 
data breach notifications

▪ Home of Google, Facebook, Apple, HP, Oracle… 



CCPA 
SURVEY
Do you know if the 
California Consumer 
Privacy Act (CCPA), 
effective January 1, 2020, 
applies to your business?

11.8%

44.1%

44.2%

I have never heard of CCPA

Yes

No

751 respondents



37.7%

33.0%

12.7%

11.7%

4.9%

CCPA 
SURVEY
CCPA requires 
“reasonable security.” 
How confident are you 
that your organization 
will be compliant as of 
January 1, 2020?

Very confident

Not at all 
confident

Somewhat 
confident

CCPA legislation 
does not apply to us

I don’t know

510 respondents



Interest in CCPA over time

Source: Google Trends search Oct. 15, 2019
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ESET Security Solutions to 
Support CCPA Compliance

• Endpoint protection

• Two-factor authentication

• Encryption

• Security awareness training

• Data leak prevention

• Backup and recovery



eset.com/us/ccpa-partner

LEARN MORE




