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| am not a lawyer!

The information in this presentation is provided as a
courtesy by ESET and does not constitute legal advice
or client attorney relationship.

Seek an attorney’s advice for your needs.
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THE LAW



What is the California Consumer Privacy Act?

Control Security

Ownership




What information does CCPA apply to?

aspects of CCPA created a new
definition of “personal information”:

- Any information that identifies,
relates to, describes, or is capable of

being associated with a natural
person who is a California resident...




What information does CCPA apply to?

and breach aspects of CCPA
apply to “personal information” as

that phrase is defined under Civil Code
1798.81.5




Who does it apply to?

business that
and
meets of the following
criteria...




Who does it apply to?

Annual gross revenues
;or




Who does it apply to?

Derives

from
selling consumers’
personal information; or




Who does it apply to?

Annually buys, receives,
sells, or shares Pl of
consumers, households
or devices




Who does it apply to?

CCPA Readiness Quiz

WOUE - BUSNESS < COWNOND - ERSTNG CUSTONERS

CCPA and “reasonable security":
Are you ready?
The California Consumer Privacy Act (CCPA) presents security challenges

to over 500,000 businesses across the U.S. Get the toals to capture this
increased demand for cybersecurity products and services from ESET,

Complying with CCPA:
Why security matters

eset.com/us/ccpa-partner



How wiill it be enforced?

Attorney General may assess
in penalties

for each violation of the

CCPA’s provisions generally




How wiill it be enforced?

Data breach victims can sue
for damages from

per consumer per
incident or actual damages




”Arguably the greatest risk to
covered businesses involves
data security... ”

Source: Chronicle of Data Protection, Hogan Lovells US LLP



CCPA and “reasonable security”

Penalty for breaches arises from a
“violation of the duty to implement
and maintain

’)




=L What is “reasonable security”?
= 15 Steps to “Reasonable Security”

15 STEPS TO

“REASONABLE SECURITY"

=l
IHEHE ) pr—
— Tony Anscombe and

ther ESET experts // August 2019

January 1, 2020 That's the date the California Consumer
Privacy Act (CCPA) takes effect. Your business could be
bound by the act's provisions regardless of whether your
business is located inside or outside of California, Being a
smal- or medium-sized business doesn't mean you're tao
smallto be impacted, either, That's because the thresholds
that woukd bring you under the act are based nat on
business size, but on the amount and type of the consumer
data that you gather, hande of store — or that you engage
others to gather, handle or store an your behalf. For more
information about the many pravisians of the act and to
evaluate whether you fall under its scrutiny, read our white
paper, Practical Guide to CCPA and Data Security.

One af the key provisions of the act is that businesses
<ubject 1o the law must mplement and maintain
reasonable security” procedures and practices o protect
certain consumer data. Exactly what constitises “reasonable
security”isn't definad within the act. But there is plenty

of guidance to draw from, published by autharities such
as the Center for Information Security. National Institute
of Standards and Technology and the Federal Trade
‘Commission. Based an ESETS security expertise as well as
these recognized sources, this brief will help you understand
what steps to take now Lo secure your consumer data in
time to meet the deadiine.

Start with the data itself Every company callects data
regardless of how big or small they are or even what
business they are in. Suppose you're a contractor staring
customer phane numbers in your phone. That is data
callection that includes personal information. Unless the
phane contains 50,000 names, thats far below the threshold
required by the act. But what about a krge contractor with

(es[E

200 emplayees, with 250 names in each phone? That's
50000 — meeting ane of the thresheids and making the
cormpany subject to the act

1. First and foremost:
Know your data

Start with the data tself, Every company
callects data regardiess of how big or small they are
‘or even what business they are in. Morecer, persanal
infarmation can be and is stored evenywhere. It may be
challenging to understand what personal informatian
exists, where it resides, who has access and for what
purpose. But you first need to take 2 thorough look at
YoUr data to understand how it should be treared and
protected under the act

2. Don't hoard data
you don't need

Data that you don't have is data that you don't
need to protect from being breached. Dot collect
personal information needlessly. Hold onta it only
long as you have a legitmate business need for it And
don't use persanal data when its not necessary. Purging
rian-essential infarmation assists in complying with
privacy requirements and mitigates risk to the business

point a Data
ction Officer

5 to the where, what and why
to protect it appoint a Data
PO). The DPQ is primarily
Geein\g YOUT data prOTection strategy
CCPA. The DPO' responsibitties
wing

mpary and emplayees on

ts to ensure compliance and
issues proactively
lved n data processing

mance and providing advice on
ta protection efforts

int af contact for the business on

lime role, but with someane
fillng the rest of the follwing
Jer

Dntrol access to
sensibly

Mo need to know or have access
rsanal information contained in

ed access to it The DPO or person
should categorize the data,

icy to be creared 50 that only

e granted access based on their
licy should go further and may
what devices indivicuals can access
D ata that snit directly essential or
an be biocked by policy, ensuring
i from a remote device. Put controls

nesd to be able to see the data or

(esfl

5. Require secure

passwords and

authentication

‘You should already have a password policy in force
which requires upper and lower case, numbers, special
characters and the Eke, with the requirements to change
frequently and to stop
from being wsed again. Protect agains: brute force
‘attacks — repeated AWEMpE ta INpUt passwords — by
limiting the number of retres. In addition to user name/
password, consider implementing strong authentication
Using a physically separated device. such as a phone,
for a second authentication factor is 3 best practice
whEnever you re faced with regulatory compiance. Test
all access methods, ensure security patches are installed
‘on all software invalved, and put manitoring in place to
ensure there is no unauthorized access.

6. Don't store
passwords
in plain text

In addition Lo requiring strong passwords, pay attention
0 how yau store them. It's your responsibility to store
passwards securely as part of your customers’ personal
data. A perpetrator who breaches your data could use
the improperly stored password to masquerade as your
custamer to access your systems, and passibly accounts
on other companies’ systems if the customer uses the
same password. This escalates the effect the breach

of yous system has on the Consumer, eXpOsing you to
‘greater damages. For security reasons, store passwords
in hashed form, or even better, hashed and salted.
Hashed o hashed-and-safted passwords are useless

eset.com/us/ccpa-partner




When does it go into effect?

Companies must comply
by




When does it go into effect?

Enforcement actions by
the Attorney General
begin by
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GLOBAL TREND TOWARD
PRIVACY LEGISLATION

CANADA
Digital Privacy Act (2015)
Reforming the Personal Information
and Protection and Electronic
Documents Act (Pipeda)

EU
ePrivacy Regulation
(stll In drafting stage)

CALIFORMIA
Consumer Privacy Act usA CHIMA .
{entering into force in Federal Data Privacy Law ol SPEFSG_I'LaI;nfD;FIfI aa:m'l
2 yet i i ) ecurity Specification
July 2020 not yet in drafting stage)
y 2020 (not y E (May 2018)

(expert committee issued draft,
parliamentary bill expected in
December 2018)

BRAZIL
General Data Protection Law

[LGPD -Law 13.709)

(entering into force in February 2020)

AUSTRALIA
Privacy Act 1988 and amendments
{last amended in March 2014, including

(still In drafting stage) . ) )
13 Australian Privacy Principles)




As California goes...

= 12% of all U.S. residents
= 5th largest economy globally

* First to pass a law mandating
data breach notifications

= Home of Google, Facebook, Apple, HP, Oracle...



CCPA
SURVEY Yes

Do you know if the
California Consumer

Privacy Act (CCPA),
effective January 1, 2020,
applies to your business?

| have never heard of CCPA

751 respondents




CCPA
SURVEY

CCPA requires
“reasonable security.”

How confident are you
that your organization
will be compliant as of
January 1, 20207

Very confident

Not at all
confident

Somewhat
confident

CCPA legislation
does not apply to us

| don’t know

510 respondents



Interest in CCPA over time

120

1 year from
effective date —
Jan. 1, 2019

Signed into law —
June 28, 2018

Law introduced —
Jan. 3, 2018

Source: Google Trends search Oct. 15, 2019



ESET Security Solutions to
Support CCPA Compliance

*  Endpoint protection
Two-factor authentication

*  Encryption

*  Security awareness training
 Data leak prevention

e Backup and recovery

et




LEARN MORE

eset.com/us/ccpa-partner






