F  RTINET

Fortinet Secure SD-WAN



Network Security Leader

Fortinet is among the top 4
public cybersecurity
companies in the world.

Its broad portfolio of solutions spans
Network, Infrastructure, Cloud, and IoT
Security.
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$14.3B Mkt Cap
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400,000+
Customers

~$1.8B - 2018

(revenue)

4.6M+ Appliances

Shipments Worldwide
(+30% units WW)
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We Lead in Industry Recognition

. F: RTINET. . paloalto | JUNIPES B) Check Point

= 7 7 3 4 3 2
e
v 9 2 5 1 0 2

F::RTINET Fortinet Inc. All Rights Reserved .




/0% of F100 Are Fortinet Customers

Telco Financials/ Retail Aerospace/

Banking Defense Energy

Technology Healthcare Transportation Financials/Ins Food/Bev
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Digital Transformation Initiatives
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Digital Transformation Initiatives at the Branch

@

Cloud Ready Branch Increase Bandwidth at low cost Simplify Operations
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Fortinet Secure SD-WAN

Security Driven Networking



SD-WAN Use Cases
MPLS Backup with Local Breakout (Hybrid WAN)

Critical Apps (Voice & Video)
Bestpath is chosen depending
on latency, jitter & packet loss.

l ORACLE &R oot JNY
CITRIX vmware

Critical Apps (Voice & Video)
Redirectedto a new tunnel in case the WAN
conditions are worse than the threshold.
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' IPSec Overlay

Business Apps '
Load balanced across ,
differentlines so

bandwidth is

- PSS Public Cloud @
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Direct Internet Access to, SaaS

and laaS content
Load balanced if needed.




Business Application Steering with Better Performance

\&Q\'g Data Center

S
' Internet

Branch SD WAN
.
Reduce WAN Cost Business Application Centric Efficient Cloud Adoption
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How Can you Secure Your Environment?

F=RTINET
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Fortinet Security Fabric

Fabric

BROAD APIS

Visibility of the entire
digital attack surface

[ ]
INT EG RATED Endpoint/Device -

. ) Protection [
Al-driven breach preventionacross N
devices, networks,and applications Security
AUTOMATED
Operations, orchestration, Access
andresponse

=ERTINET QIFY19v14.4

Network
Operations

Security
Operations

Fabric

Connectors

Application
Security

. Network Security

B vutti-cloud security

Device, Access, and
Application Security

. Open Ecosystem

Security Operations

Multi-Cloud
Security
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Fabric Integration

Fo;fiCIient
3'd party Endpoint Agent

£~

FortiSandbox Switcﬁ -

(Tap enabled)

Router
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Transform your WAN Edge with Secure SD-WAN

Single-Pane Orchestration Automation & Response

Zero Touch Deployment

WAN Path
Controller

... WAN

Routing ® Optimization

ortioS

Threat Intelligence

Web 'y Anti
Filtering ¢ Malware

Cloud
Sandbox

Purpose-Built Security Processor with SSL Decryption
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What Makes Us Secure? Simple:

RN 64 OOO
é

- PERMNUTE

INTRUSION
PREVENTION

MALWARE PROGRAMS
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Malicious Website L%
Blocked Per Minute

3,000,000

NETWORK INTRUSION
ATTEMPTS
resisted per minute

490,000 Y/

GLOBALLY PER YEAR

FortiGuard

o/0

DISCOVERED

of Threat
Samples




Secure SD-Branch Deployment
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Integrated Security
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Risk Visibility In The Network Context
ndpoint Telemetry

222 FortiGate 1500 FW-Pl

* Device information
. 0S
* Co-relate multiple MAC

* FortiClient Status
* Endpoint Vulnerabilities

* Logged-in User
* User Avatar

« Social IDs
* Online/Off-line
« Endpoint events and logs

Security Fabric: ENTLAB-HW
feaoddd¢
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Fortinet SD-WAN Security

® Threats

Top Threats
Threat Map
Compromised Hosts
FortiSandbox Detection
Top Threats (FortiClient)
= Traffic

i Applications & Websites
& VPN

{® System

SOCw  FortiView Monitors

B All Devices ~

© Last 1 Week ~

Jul 17 2019 - Jul 24 2019

Compromised Hosts

IS a Priority

ADOM: Fabric-:ADOM 13 @ D demo v

&' Refresh

Add Fitter
End User Last Detected Host Name 0§ Verdict # of Threats Acknowledge Device Name

1 10.88.103.9%9 07/24/2019 01:35 10.88.103.99 im m NGFW-DEMO-HA_FGT2KE
2 10.88.210.61 07/24/2019 01:23 10.88.210.61 Alinux 23 NGFW-DEMO-HA_FGT2ZKE
3 10.88.2.254 07/24/2019 01:13 10.88.2.254 2Windows 10 16— m FORTIDEMO-ISFW_FG3HOE
4 msoprano( 10.88.130.155)  07/24/2019 12:45 DESKTOP-SALE-03 SaWindows 10/ 2016 30— m Demo-ISFW-SALES
5 10.88.130.152 07/24/2019 12:45 10.88.110.102 rti0S 6.0 build 005 30— m FORTIDEMO-ISFW_FG3HOE
6 10.88.120.104 07/24/2019 12:45 DESKTOP-FINA-03 SEWindows 10/ 2016 30— m Demo-ISFW-FIN
7 jmelf( 10.88.110.105 ) 07/24/2019 12:44 DESKTOP-SALE-02 S8Windows 10 / 2016 30 I m Demo-ISFW-SALES
8 abuccol 10.88.110.102) 07/24/2019 12:44 DESKTOP-ENGG-03 2Windows 10 / 2016 30 —— m Demo-ISFW-ENG
9 cmoltisanti{ 10.88.120.103)  07/24/2019 12:44 DESKTOP-FINA-02 S2Windows 10 / 2016 15 I—— m FORTIDEMO-ISFW_FG3HOE
10 fgiunta( 10.88.130.152) 07/24/2019 12:44 DESKTOP-SALE-01 EWindows 10/ 2016 21— Demo-ISFW-SALES
11 tsopranof 10.88.110.100) 07/24/2019 12:44 DESKTOP-ENGG-01 SEWindows 10/ 2016 27 I m Demo-ISFW-ENG
12 csoprano( 10.88.120.100)  07/24/2019 12:43 DESKTOP-FINA-01 SEWindows 10/ 2016 17 I m Demo-ISFW-FIN
13 10.88.120.100 07/24/2019 09:25 10.88.120.100 2 n m NGFW-DEMO-HA_FGT2KE
14 10.88.110.100 07/21/2019 10:52 10.88.110.100 3 | m NGFW-DEMO-HA_FGT2KE
15  acerva( 10.88.110.101) 07/21/2019 07:12 DESKTOP-ENGG-02 S8Windows 10 / 2016 30 I Demo-ISFW-ENG

RTINET
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* |loC — Indicator of Compromise

Automated Quarantine
 IPS protection for Endpoint
« Malicious site blocking

« CnC Server blocking

« AV Scanning

« Zero Day Protection with
FortiSandbox

© Fortinet Inc. All Rights Reserved. 17



Automation

=75 FortiGate 100D FTNT-SG-ISFW interim buildooés - L&~ (3

. .
v" File quarantine @ ostoons y rp——
Nk Security Fabric v
/ S b 't f'I f Phvsical Toool Name ‘Quarantine—lOC—Detected
' ' l ysical Topology
u I I eS Or Status @ Disabled
Logical Topology
. FortiGate | [I All FortiGates
S d b I Security Rating +
andpox analysis Automation :

Settings Trigger

v' Auto Patching

lw FortiView

v' Compliance e

£ System

Compromised | Event Log Reboot Conserve HighCPU  License Expiry HAFailover Configuration
B Policy & Objects Mode Change

e n f O r C e m e n t & Security Profiles 10C level threshold | Medium [R0a0

L VPN

v Endpoint quaranting | s scow -

= WIFi & Switech Controller
Ll Log & Report = = Q &
€ Monitor

Access Layer  Quarantine IP Ban AWSLambda  Webhook
Motification | Quarantine FortiClient via

Minimum interval (seconds) | 0

Displayamenu  Q
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Security Rating

FortiGate 2000E NGFW_SEC

@ Dashboard
I ¥ Security Fabric
Physical Topology
Logical Topology

Security Rating

Automation
Settings
Fabric Connectors
I FortiView
 Network
£+ System
B Policy & Objects
& Security Profiles
L VPN
& User & Device
= WiFi & Switch Controller
Ll Log & Report

€ Monitor

>

>

>

>

>

>

>

>

>

>

>

HA: Master z admin ~
Security Rating
Security Control Results Severity of Failed Security Controls . Device Types . Score: = 1’7 9 46
M Passed O Medium [ FortiGate
" M Failed ‘ [ High “‘./ M FortiSwitch Ran: 2 hour(s) and 42 minute(s) ago
W Unlicensed [ Critical [ FortiAP
M Exempt M FortiAnalyzer
[ Unmet Dependencies [ FortiManager
B v |
e @ TS et exort- | T
Compliance = Security Control = Devices = ‘ Result = ‘ Security Control Details

[=] Endpaint Management (EM) @

FSBP EM01.1

FSBP EM02.2

FSBP EM01.2

Endpoint Registration

Interfaces which are classified as "LAN" and are used by a policy should have

FortiTelemetry enabled.

FortiClient Protected
All supported devices should be registered via FortiClient.

FortiClient Vulnerabilities
All registered FortiClient devices should have no critical vulnerabilities.

=5 NGFW_SEC
DCFW

ISFw_PRI &0 G
5 ISFW_ENG

©

5 NGFW_SEC

25, DCFW @1

5 ISFW_PRI

5 ISFW_ENG 100

NGFW_SEC
DCFW

=7 ISFW_PRI
57 ISFW_ENG
L+3)

[E] Fabric Security Hardening (SH) €B)

F5BP SHO3.1

FSBP SHO4.2

Valid HTTPS Certificate - Administrative GUI

The administrative GUI should be using a valid and secure certificate.

Valid Certificate - IPsec Tunnels

IPsec tunnels should be using valid and secure certificates.

5 NGFW_SEC 1)
DCFW &0
ISFW_PRI &1
ISFW_ENG &0

RN
y W

=
E

£ NGFW_SEC
ISFW_PRI
% ISFW_ENG

o Select a Security Control to see
details.




NOC/SOC | Dashboard

Map

Satellite

Canada

Mexico

Top Threat Destinations - Last 30 Minutes

Greenland

Vene:

Colombia

Top Applications - Last 30 Minutes

FastlemonVYPN
Sessions:
0/é6

QQ
Sessions:
15/146

Iceland

United
Kingdom

Finland

Irelanc Poland

Germany
France

Spain

Portugal

Morocco

Algeria

Mauritania
: Mali Niger

Burking
Nigeria

Ghani

Map data ©2017 INEGI

(8

HITRBROWSER
Sessions:

212 /279628

L1 L]

SMTP
Sessions:
0/126576
se0

HTTPS,BROWSER
Sessions:

167 / 45328

e

SSL
Sessions:
6/22731
XD

Romania

Greece

Chad

| Terms of Use |
B m

Top Countries - Last 1 Hour

FortiSandbox - Scanning Statistics - Last 1 Hour
Malicious —@- Suspicious -@— Clean -@- Others




Fortinet Partner Program
Accelerate your business and drive unprecedented growth and profit

ACCELERATE YOUR
PROFITABILITY

« Make more money, more often

while selling innovative,
integrated security solutions.

Leveraging Incentives and
Promotions

» At Fortinet, we arm partners
with the right programs —
such as deal registration,
incentives, and promotions —
to drive profits.

FRTINET

ACCELERATE YOUR
GROWTH

« Find more prospects looking
for innovative, integrated
security solutions when you
leverage the Fortinet programs
and tools.

Through Marketing
Investments

« We believe in marketing and
iInvesting in marketing
programs designed specifically
to help partners drive demand.

ACCELERATE YOUR
SECURITY LEADERSHIP

» Fortinet has the industry’s
fastest and most secure
solutions that go beyond
traditional security to protect
customers everywhere

With Training and Enablement

« We offer a comprehensive suite
of education and training
programs — including our
Network Security Expert (NSE)
Learning Institute, Fast Track
Training and instructive
webinars geared towards the
iIssues that matter most.



Partnership Levels

Platinum Partner

I

Platinum Partners are proven experts in delivering Fortinet solutions to their Gold Partners have achieved proven success with Fortinet solutions and are
customers and have demonstrated consistently high revenue and the ability to committed to the continued adoption of Fortinet technologies in the

deliver the full range of Fortinet technologies. They have experts on staff to suit marketplace. They deliver the full spectrum of Fortinet’s solution set and they
any complex deployment requirements and deliver exceptional levels of have certified staff to assist with any variety of implementation needs. They are
service. They provide an excellent level of customer service and support. recognized for their superior customer service and support capabilities.

Silver Partner Authorized Partner

Silver Partners are committed to delivering superior security solutions to their Authorized Partners are the starting point for all new Fortinet partners. This
customers. Silver Partners possess a knowledge of Fortinet’s low-to-mid range level is for companies who are interested in starting their relationship with
multi-threat security solutions and can deliver the solutions that best fit small to Fortinet. While there are limited requirements, there are limited benefits
medium business security concerns. available to authorized level members.

Managed Security Services Provider (MSSP) Partner
[

If you are an MSSP or most of your business with Fortinet is based on
Managed Services, we have a dedicated Program to support you.

==RTINET © Fortinet Inc. All Rights Reserved. 22



Program Benefits

FORTINET.  FOIRTINET.  FORTINET FORTINET. FiSRTINET.  FOATINET  FESARTINET  FEATINET
Platinum Partner Silver Partner Authorized Partner Platinum Partner Silver Partner Authorized Partner
-~ . . > .
SALES SUPPORT MARKETING SUPPORT
Deal Registration ¢ ¢ ¢ .’ Featured on Partner .
iti Locator

gompetltlvz d Di Discount Increases With Partner Level

ecommended Discounts Access to Joint Marketing . .
Channel Manager . . Via Distribution | Via Distribution Programs
Renewal Tracking and . . . . PrOVided Qualified Leads . .
Alerting Access to Marketing . .
Not for Resale Demo . . . . Campaigns
Program' .

_ channel Marketing Shared Shared Via Distribution | Via Distribution
Promotions and Rewards . . . . anager
Eligible to Become . .
Securit‘y Fabric Expert3 COMMUNICATION
Newsletters . . . .
TECHNICAL SUPPORT Webinars . . . .
Support Portal . . * ¢ Partner Portal . . . *
Priority 24 x 7 Technical .
Support (PIN Code) Must Meet NSE Requirements
4 Silver not available in NA

1 Ability to purchase discounted NFR units and extended evaluation equipment

2 Please contact your local channel account manager

3 EMEA-only
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Program Requirements

FE&:RTINET F&ERTINET Fi3RTINET Fi=RTINET. FiERTINET FZERTINET. FEERTINET. F:ERTINET
Platinum Partner Silvor Partner Authorized Partner Platinum Partner Siver Partner Authorized Partner
SALES, MARKETING AND OPERATIONS CERTIFICATIONS
Valid Partner Agreement . . . . NSE Sales Certification 3 5 ’ ’
142
Primary Business Face- . . . .
To-Face Selling Model*® NSE Advanced
Technology Sales 1
gz:;?ilc:,l"g:f Check with your Local Fortinet Office Certification 3
SE Technical 3 o ’
Provide Level 1 Support® . . . Certification 4
Provide Level 2 Support? . NSE Technical ) 1
Sales Forecasting . . Certification 5
Lead Follow Up and NSE Advanced ) ,
Reporting * * Technology Technical 4
Certification 6
Quarterly Business Plan .
and Review * . NSE Technical ; ;
Certification 7
Hold Co-Marketing End . o .
User Event NSE"I_'ecI'[nlcaI ’
Certification 8

==RTINET © Fortinet Inc. All Rights Reserved. 24
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