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Keeping SLED Organizations 
One Step Ahead of Hackers

Brendan Patterson 

VP Product Management
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Key Challenges in State, Local Gov. & Education Network Security

►Phishing

►Credential Theft

►Ransomware

►Inappropriate usage of networks

►Hacktivism

►Election hacking

Did You Know? 
80% of state governments 

say that funding is their top 

challenge in government 

information security 
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Key Challenge: Outdated legacy technology 

►Hackers are continuing to evolve and perfect their attack methods

►Legacy solutions are easily one of the most prevalent factors impacting the efficacy 
of SLED cybersecurity protection

►Cybersecurity is not well funded in SLED

►Organizations need to be more proactive in their security postures



4

Copyright ©2019 WatchGuard Technologies, Inc. All Rights ReservedCopyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved

Phishing by the numbers
4

*Trend Micro Spear-Phishing Report
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81%
Total number of breaches that leveraged either stolen and/or 
weak passwords
Verizon Data Breach Investigations Report 2017/2018

1.4B Number of hacked/leaked passwords found in a file on the dark 
web
Forbes, December 11, 2017

#1 Top action used in breaches is stolen credentials
Verizon Data Breach Investigations Report 2018
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WatchGuard Password Research
6

• Leaked .gov passwords = 380,077  

• Leaked .mil passwords = 503,878   

Do government and military organizations 

use password security best practices?

Combined, only .07% of these addresses used 

one of the 50 most common passwords.

Most, however, didn’t use sufficiently long passwords

Marc Laliberte

Sr. Security Analyst

WatchGuard
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Hawaii – Emergency Management
7
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Ransomware was on decline, but …
8
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9

http://www.kpax.com/story/38487006/hacktivists-targeting-montana-government-computers

http://www.dispatch.com/news/20180226/hacktivist-group-takes-down-state-websites-telephones

https://www.pbs.org/newshour/nation/hacktivists-launch-cyberattacks-local-state-governments

http://www.kpax.com/story/38487006/hacktivists-targeting-montana-government-computers
http://www.dispatch.com/news/20180226/hacktivist-group-takes-down-state-websites-telephones
https://www.pbs.org/newshour/nation/hacktivists-launch-cyberattacks-local-state-governments
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Key Challenge: Election Hacking

►Election system with more than 10,000 unique jurisdictions

►Responsibility of security often falls to local officials who are not up to date on the 
latest security threats
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WatchGuard Internet Security Report

Based on opt-in threat feed containing malware 

and network attack data from tens of thousands 

of Fireboxes around the world. 

The Firebox Feed includes:

• Gateway AntiVirus

• Intelligent AV (IAV) - machine-learning AV

• APT Blocker - sandbox malware detection

• Intrusion Protection Service (IPS) – network

• DNSWatch - a DNS filtering service
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Regulations
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PCI-DSS and HIPAA
14

Built-in Reports
Management and visibility 
solutions can provide 
compliance reports

MFA
Requirement 8.3.2, added in 
v3.2, mandates MFA for 
admins accessing the CDE

MFA
Standard 164.312 (d) requires 
verification of users of 
electronic protected health 
info

VPNs/Encryption
Protected health data must be 
encrypted during transit
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CJIS Compliance for Police

1.Information Exchange and User Agreements

2.Security Awareness Training

3.Incident Response

4.Auditing and Accountability

5.Access Control

6.Identification and Authentication

7.Configuration Management

8.Media Protection

9.Physical Protection

10.System and Communications Protection and 
Information Integrity

11.Formal Audits

12.Personnel Security

13.Mobile Devices

15

13 Policy Areas

Wi-Fi Management & Security
CJIS requires you to enable all security 
features

Management & Logging
CJIS defines the events that shall be logged, 
and log contents

Multi-Factor Authentication
CJIS requires unique identities, advanced 
authentication, and
secure password/PIN attributes

Firewall/UTMs and VPNs
CJIS mandates security to include patch 
management, intrusion detection, malicious 
code protection, spam and spyware 
protection, security alerts and advisories
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CIPA for Schools and Libraries

K-12 schools and libraries using E-Rate discounts 

Must operate "a technology protection measure with respect to any of 
its computers with Internet access that protects against access through 
such computers to visual depictions that are obscene, child 
pornography, or harmful to minors". 

During any use by minors. The law also provides that the school or 
library "may disable the technology protection measure concerned, 
during use by an adult, to enable access for bona fide research or 
other lawful purpose".

16

What?

Who?

When?

Content Filtering
Restricts content that can be viewed by 
category; override features are available
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Additional Sources of Funding or Discounts
17

E-rate
The E-rate program provides discounts on certain services and products that are essential for 

classrooms and libraries to receive Internet connections. The discount ranges from 20% to 90% 

of the cost of eligible services depending on level of poverty and location.

To be eligible to receive discounts, a school or library must meet certain eligibility criteria. In 

general elementary schools, secondary schools, and public libraries are eligible. 

https://www.fcc.gov/consumers/guides/universal-service-program-schools-and-libraries-e-rate

GSA IT Security  https://www.gsa.gov/technology/technology-products-services/it-security

PEPPM Technology Bidding Program (schools/libraries)  
https://www.peppm.org/

NCPA Cooperative Purchasing http://www.ncpa.us/

MNIT Cybersecurity Program (Minnesota)  
The program allows Counties to get a free firewall if they agree to send all their logs to the 

Capitol. The capitol then runs a SIEM and log scanning service to look for anomalies. If they 

see an anomaly they contact the county to note a potential breach. 

https://statescoop.com/minnesotas-five-year-plan-addresses-evolving-cyber-threat

https://statescoop.com/minnesotas-five-year-plan-addresses-evolving-cyber-threat
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WatchGuard Security Solutions

18
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Essential Security for the Modern Business
19

Build a comprehensive security plan today!

Visit WatchGuard at booth #404

THE WATCHGUARD SECURITY PORTFOLIO

Network Security Secure Wi-Fi Multi-Factor 

Authentication
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EAL4+ / FIPS Compliant UTM Appliances
20

• CIPA Compliant URL Filtering: WebBlocker

• Signature and Heuristics: Gateway Antivirus

• Artifiical Intelligence:  Intelligent AV

• Cloud based sandboxing: APT Blocker 

Malware Detection Services
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Web Categorization

21
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KCSIE (UK): Monitoring Search Engine Requests

22
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Educate your users
23
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Off Campus Monitoring

24

Safeguards even when 

computer is used away 

from school
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MFA Protects With More Than Just A 
Password

Multi-Factor Authentication Is Essential Protection

By requiring additional proof of identity beyond a simple 
password, multi-factor authentication (MFA) is the most 

important safeguard to protect your business

25
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Secure, Cloud-Managed Wi-Fi

26

Patented Wireless Security
Only hands-off automated

WIPS with low false 
positives on the market

Business-Driven Analytics
Location tracking, footfall, dwell time, 

repeat visitors, and more at no extra cost 
and no third-party requirements

Powerful Engagement Tools
Captivating splash pages and campaigns 

to interact with visitors using social media, 
video, polls, and more

Management That Scales
Only platform that easily scales from 

one AP to unlimited with no 
infrastructure
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Built-In Ecosystem Integrations
27
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Key Takeaways

►Educate users to recognize phishing attempts

►Password length of 12 or more characters

►Multifactor authentication everywhere

►Use advanced security: Signature based detection is no longer effective

►Apply monitoring and filtering safeguards in education

►Insist that your customers take a proactive approach
to cybersecurity defenses

►Visit WatchGuard at Booth #404

►Stay current at secplicity.org
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Thank You!
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