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1. Technology does not solve the cyber problems businesses face 
today

2. Companies are managing more digital assets than they did a 
decade ago, and the value of these assets (Crown Jewels) is not 
realized

3. Corporate culture is fragmented and roles are ineffective



1. “Networks are like candy bars: Hard and crunchy on the outside, 
but soft and gooey on the inside.”

2. “Two hikers in the woods and a hungry bear.”

3. “You don’t want to be the next XYZ do you?”

4. “Security controls are like a seat belt.”





Does your company walk the talk

• Can your organization define cyber risks clearly?

• Do you know who is liable for a security incident,  breach, or compliance failure?

• Don’t be bullied by FEAR (False Evidence Appearing Real) – Crying wolf
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Home
1. Vested Interest in protecting valuables
2. Uses basic physical and electronic 

security measures
3. Routines are inherent/subconscious
4. We instruct everyone in the house how to 

keep it safe
5. News about others losses makes us 

improve our own security measures and is 
directed to a single source to make 
changes.

Organizations
1. Limited vested Interest in protecting assets 

and not sure what they are.
2. Uses sophisticated physical and electronic 

security measures
3. Routines become procedures and are 

formally documented
4. We attempt to train and make other aware of 

how to keep organization safe
5. Intelligence about threats and losses does not 

always find the right source due to how the 
information comes into the organization



Time

Security & Technology Executives 
tend to have a plethora of 

critical items on their minds. How 
can this be alleviated?



Cyber Hygiene

Transformational Business Objectives
Crown Jewels

Risks &
Impacts

Response Monitoring

Least 
Privileged

Change & 
Configuration

Protection

IoT

Cloud & 
Blockchain

Mobile & End 
Points

Account 
Management

OT & 
Infrastructure







Risk Management 
Philosophy

Risk Management 
Process

Stakeholder 
Engagement

Talent

Scope of 
Responsibility

Makes decision

Technology teams only

Technical Experts

Employees NYL “Brands”

Risks that matter
to business

Technology risks

Aligned with 
Business

Risk Experts

Shared risk decisions

Current Future

Enterprise Risk focus 

Bu
sin

es
s V

a
lu

e

maturity

Areas of Change



Consequences




		

		

		

		

		

		

		



		

		100%

		

		

		

		

		



		Highly Probable

		

		

		

		

		

		



		

		70%

		

		

		

		

		



		Likely

		

		

		

		

		

		



		

		40%

		

		

		

		

		



		Possible

		

		

		

		

		Risk Tolerance



		



		

		15%

		

		

		

		

		



		Unlikely

		

		

		

		

		

		



		

		3%

		

		

		

		

		



		Remote

		

		

		

		

		

		



		

		0%

		

		

		

		

		



		

		

		Insignificant

		Minor

		Material

		Major

		Extreme








		Score

		Level

		Financial Loss %

		Statutory Capital Loss %



		0

		No impact

		No Impact

		No Impact



		1

		Insignificant

		<2% Annual Earnings

		<1%



		2

		Minor

		1-5% Annual Earnings

		1-5%



		3

		Material

		5-15% Annual Earnings

		5-10%



		4

		Major

		15-100% Annual Earnings

		10% up to amount of Free Surplus



		5

		Extreme

		>100% Annual Earnings

		Amount Exceeding Free Surplus
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Designing an operationally focused program of service offerings to assist organizations in the transformation 
process of their organization’s cybersecurity program and to facilitate an effective integration into the company’s 
overall enterprise risk management functions, as well as to assist in identifying and closing existing gaps in their 
cyber risk oversight. Gives business the ability to make decisions regarding the maturity and effectiveness of their 
program.
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Security Assurance’s 
mission is to work closely 
with ET architecture to 
ensure security measures 
are implemented prior to 
production (i.e., 
Standards, guidelines, 
Certifications, etc.).  

The Security Operation’s 
mission is to provide the 
oversight of day-to-day 
security operational 
activities.

The Intelligence & 
Response domain 
provides proactive 
decisions and reactive 
processes for 
management to ensure 
threats are identified &  
mitigated.  

Governance’s mission is 
to centrally provide 
Compliance, reporting, 
and Governance 
Requirements for the the 
cybersecurity program. 

Information Risk 
Management’s mission is 
to centrally provide Risk 
Assessments for 
Applications, 
Infrastructure devices, 
and 3rd Party services 
that host or store our 
data.  
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CYBERSECURITY PROGRAM CAPABILITY MATURITY

Incident & Crisis 
Management 

Strategy & Operating Model

Policies & Procedures

Training & Awareness Metrics & Reporting

Coordination & Intelligence

Cyber & Behavioral 
Analytics

Forensics

Asset Risk Assessments

Third Party Risk 
Assessment

Policy Exception & Change 
Management

Audit & Compliance 
Interaction

Independent Risk 
Assessment

eDiscovery

Vulnerability Management

Standard & Architecture Application Security

Secure Coding & 
Development 

Data Risk Assessment

Data Loss Prevention

Identity & Access 
Management

SOC/SIEM/ISSP

Infrastructure Security 
Operations Security Testing

Physical & Environmental 
Security

Digital Continuity of 
Operations 

Stratum 0 
(Core)

Stratum 1 
(Foundational)

Stratum 2 
(Program)

Stratum 3 
(Institutionalized)

Stratum 4 
(Proactive)

Significance of importance

*Note: Capabilities can reside in either 1st Line or 2nd Line (2nd Line view preferred). 
Additionally, capabilities may depend on risk appetites and/or size of company/geography 
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Need a senior executive to effectively speak with Board or Senior Management about cyber

Need a security program that interacts with Technology and Business 



Contact Information

Richard Moore
800-601-0563
rmoore@nthnet.net
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