


CLOSING KEYNOTE: PREVENT CUSTOMERS FROM
FOLLOWING THE HERD

RUNNING EXISTING IT SECURITY PROGRAMS ARE COMPLICATED DUE TO THE ACTIVE NATURE OF
THREATS AND REGULATORY CHANGES. SECURITY-FOCUSED SOLUTION PROVIDERS AND MSPS MUST
WORK CLOSELY ON TWO FRONTS: STARTING A SECURITY PROGRAM FROM SCRATCH OR TAKE AN
EXISTING ONE TO A MORE MATURE LEVEL. EITHER PATH REQUIRES EXPANDING EXISTING SERVICES
WHILE MEETING BUDGET DEMANDS, PROTECTING THE ORGANIZATION AND SENIOR EXECUTIVES, AND
MEETING THE DYNAMIC EXTERNAL PRESSURES FACING EVERYONE. THIS SESSION WILL FOCUS ON THE
FOLLOWING: THE TYPICAL FUNCTIONS NEEDED TO MEET THREATS AND REGULATIONS WITHIN AN
INFORMATION SECURITY PROGRAM, HOW TO EXAMINE THESE FUNCTIONS CRITICALLY TO REDUCE
COSTS, AND TO STOP CUSTOMERS FROM FOLLOWING THE HEARD TO CREATE A UNIQUE STRATEGY.
THE KEY TO SUCCESS IS DEVELOPING SUCH A STRATEGY THAT SAFELY MEETS BUSINESS OBJECTIVES
FOR SOLUTION PROVIDER CUSTOMERS OR PROSPECTS.



CYBER AXIOMS

. Technology does not solve the cyber problems businesses face
today

. Companies are managing more digital assets than they did @

decade ago, and the value of these assets (Crown Jewels) is not
realized

. Corporate culture is fragmented and roles are ineffective



HORRIBLE CYBER ANALOGIES

. “"Networks are like candy bars: Hard and crunchy on the outside,
but soft and gooey on the inside.”

. “Two hikers in the woods and a hungry bear.”
. “You don’t want to be the next XYZ do youe”

. “Security controls are like a seat beltf.”
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Does your company walk the talk

« Can your organization define cyber risks clearly?
« Do you know who is liable for a security incident, breach, or compliance failure?

« Don't be bullied by FEAR (False Evidence Appearing Real) — Crying wolf



CYBER IS NOT MAGIC

T =Threats
V = Vulnerabilities
A = Assels



Home

1. Vested Interest in protecting valuables

2. Uses basic physical and electronic
security measures

3. Routlines are inherent/subconscious

4. We instruct everyone in the house how to
keep it safe

5. News about others losses makes us

improve our own security measures and is
directed to a single source to make
changes.
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Organizations

1.

2.

Limited vested Interest in protecting assets
and not sure what they are.

Uses sophisticated physical and electronic
security measures

Routines become procedures and are
formally documented

We attempt to train and make other aware of
how to keep organization safe

Intelligence about threats and losses does not
always find the right source due to how the
information comes into the organization
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Security & Technology Executives
tend to have a plethora of

critical items on their minds. How
can this be alleviated?




Cyber Hygiene
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PROPRIETARY & CONFIDENTIAL

The U.S. Financial Services Regulatory Structure (2017)

State regulators
A,

lInsurance

Federal
and State

Financial . .
. Bureau of Consumer Financial Protection
Services 2 Commodity Futures Trading Commission
Regu|atory Z — Federal Deposit Insurance Corporation
. ; = = Federal Housing Finance Agency
and ) Financial Industry Regulatory Authority
oversight § No- Federal Trade Commission

= s Municipal Securities Rulemaking Brand
Agencies depository Broker-dealers Investment . . : : e ;
g entities that or other companies, Fannie Mae, National Credit Union Administration

: Financial . P
and Self- Depository Insurance offer securities and investment Freddie Mac, market utilities National Futures Association
a2 2 . 2 - N N and Federal Office of the Comptroller of the Currency
Regulatory institutions companies consumer derivatives advisers, or

and other s el
- : . Securities and Exchange Commission
financial markets municipal Hog':nt:a" infrastructures 9

Organi- products or intermediaries advisors
zations services
Regulated entities
Financial Stability Oversight
Council member agency

—— Safety and soundness oversight — =— = |nsurance oversight |:|

—-===: Consumer financial protection oversight - Housing finance oversight

Securities and derivatives markets oversight = Consclidated supervision or systemic risk-related oversight

Additional White House T Dept of Federal Law Enforcement
Cyber (EOP, NSC/ (OFAC. FinCEN) DHS (ISAOs) Commerce Communications | Dept of State Agencies (DOJ,
Agencies NEC, OSTP) ' (NIST, BIS) Commission usss, FBI)

Note: The figure depicts the primary regulators in the US financial regulatory structure, as well as their primary oversight responsibilities. "Regulators" generally refers to entities that have rulemaking,

supervisory, and enforcement authorities over financial institutions or entities. There are additional agencies involved in regulating the financial markets and there may be other possible regdfatory
connections than those depicted in this figure
Source: GAQO; GAO-16-175
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CHANGING THE VALUE

Areas of Change

oo Rsklocus

Current Future
Makes decision Shared risk decisions
Technology risks Risks that matter

to business
Technology teams only Aligned with

Business
Technical Experts Risk Experts
Employees NYL “Brands”

—

Business Value
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THE DEPRIVED VALUE

Highly
Probable

Likely

Possible

Unlikely

Remote

100%

70%

40%

15%

3%

0%

Extreme

Insignificant Minor Material Major
Score | Level Financial Loss % Statutory Capital Loss %

0 | No impact No Impact No Impact

1 | Insignificant | <2% Annual Earnings <1%

2 | Minor 1-5% Annual Earnings 1-5%

3 | Material 5-15% Annual Earnings 5-10%
10% upt tof F

4 | Major 15-100% Annual Earnings G UL S
Surplus

5 | Extreme >100% Annual Earnings Amount Exceeding Free Surplus
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		Score

		Level

		Financial Loss %

		Statutory Capital Loss %



		0

		No impact

		No Impact

		No Impact



		1

		Insignificant

		<2% Annual Earnings

		<1%



		2

		Minor

		1-5% Annual Earnings

		1-5%



		3

		Material

		5-15% Annual Earnings

		5-10%



		4

		Major

		15-100% Annual Earnings

		10% up to amount of Free Surplus



		5

		Extreme

		>100% Annual Earnings

		Amount Exceeding Free Surplus
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Designing an operationally focused program of service offerings to assist organizations in the transformation
process of their organization’s cybersecurity program and to facilitafe an effective integration into the company'’s
overall enterprise risk management functions, as well as to assist in identifying and closing existing gaps in their
cyber risk oversight. Gives business the ability to make decisions regarding the maturity and effectiveness of their
program.

o
a >
o =
gV Risk Governance Risk Evaluation Risk Response
wn O
=30)
“0
g’
""g C%‘:ﬁ]ulliztr?g / Fs";:ﬁ:?t’ d Financial Reputational Business Errors / Dalrf:sel to Legal
o P phal . y Losses Harm interruptions Omissions 9 Liability
o enalties Incidents Assets
o
=
3 aentity m m
=
Information Risk . Security Operations Intelligence &
S Oversight
——
5 2 Governance’s mission is Information Risk Security Assurance's The Security Operation’s  The Intelligence &
V= to centrally provide Management’s missionis  mission is fo work closely mission is to provide the Response domain
o O ; ) : ; . " ; s .
v £ Compliance, reporting, to centrally provide Risk with ET architecture to oversight of day-to-day provides proactive
g O and Governance Assessments for ensure security measures  security operational decisions and reactive
S\ O Requirements for the the  Applications, are implemented prior fo  activities. processes for
8 cybersecurity program. Infrastructure devices, production (i.e., management to ensure
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CYBERSECURITY PROGRAM CAPABILITY MATURITY

Stratum 0 Stratum 1 Stratum 2 Stratum 3 Stratum 4
(Core) (Foundational) (Program) (Institutionalized) (Proactive)

Training & Awareness Policy Exception & Change Metrics & Reporting Cyber & Be_haworal
Management Analytics
Third Party Risk SOC/SIEM/ISSP Incident & Crisis Independent Risk
Assessment Management Assessment
Standard & Architecture Coordination & Intelligence
Vulnerability Management Data Loss Prevention Al Corr_1phance S G el
Interaction Development

Strategy & Operating Model

Policies & Procedures

Asset Risk Assessments Application Security

Infrastructurg Security Security Testing Forensics
Operations
Physical & En\{lronmental Data Risk Assessment eDiscovery
Security

Identity & Access Digital Continuity of
Management Operations

—

*Note: Capabilities can reside in either 15t Line or 2" Line (2" Line view preferred).
Additionally, capabilities may depend on risk appetites and/or size of company/geography
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LAST THOUGHTS ON FINAL SOLUTIONS

1. IMPROVE AND STABILIZE

PROVIDE A TECHNOLOGY ENVIRONMENT THAT IS CONSISTENT, AGILE, RELIABLE, SECURE, COMPLIANT,
HIGH PERFORMING, EASY TO USE AND SUSTAINABLE (EITHER DIRECTLY OR INDIRECTLY)

2. REDUCE EXPOSURE TO PRIVACY BREACHES

OPTIMIZED MINIMUM BASELINE CONTROLS, TECHNOLOGY, AWARENESS, PROCESSES, CLEAR
OBLIGATORY CONTRACTUAL TERMS, AND MONITORING (PREVENT/DETECT/RESPOND/RECOVER)

3. EXPAND CAPABILITY

ENABLE AGENCIES AND FIELD FORCE TO BE RESILIENT TO UNFORESEEN EVENTS (CRISIS, BCP, DR) —
ACCESS DATA FROM ANYWHERE/ANY DEVICE

4. COLLABORATE AND PARTNER FOR SUSTAINABILITY

IMPLEMENT CROSS FUNCTIONAL TEAM ACROSS BUSINESS, IT, AND CORPORATE ASSURANCE AREAS TO
PRIORITIZE, MONITOR, AND MAINTAIN COMPLIANCE IN ALIGNMENT WITH APPETITE/TOLERANCE




CONCLUSION

Don't “FEAR"” the cyber black-box

Need a senior executive to effectively speak with Board or Senior Management about cyber

Need a security program that interacts with Technology and Business



Contact Information

Richard Moore
800-601-0563
rmoore@nthnet.net
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